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Abstract 

At present, society is increasingly dependent on certain technologies, services, systems. The failure of 

such elements would have an impact on the functioning of the state and the very lives of the 

population. Such elements may be marked as critical if they meet the criteria set. The elements are 

assessed based on the sectoral and cross-cutting criteria of the country. The current threat is terrorism, 

which may jeopardize the functioning of critical infrastructure elements. It is, therefore, necessary to pay 

attention to their security. Security is closely related to concepts such as resilience and vulnerability. In 

some studies, these two terms are considered identical. The authors of this article consider these two 

terms as related. The article aims to analyze the approaches to these two concepts and to conclude 

what the two concepts are related to each other. 
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1 INTRODUCTION 

State transport infrastructure is one of the 

important conditions for the development of 

society. Investors and citizens are very sensitive 

about the availability and quality of transport 

infrastructure if they are to move to a new space. 

(Dvorak, Sventkova, Rehak, & Cekerevac, 2017) 

To secure the functions of the state, part of the 

transport infrastructure in the Slovak Republic is 

included in the network of selected roads from the 

perspective of the state defense. (Dvorak, Leitner, 

& Rehak 2019) Another part of the transport 

network is part of the Trans-European Transport 

Network. Another part of the transport network is 

part of the critical infrastructure sectors. In 

general, critical infrastructure is essential to 

ensure the basic operation of selected areas of the 

state. (Rehak, Hromada, & Novotny 2016) As part 

of the critical infrastructure protection research, 

researchers are looking at resilience and 

vulnerability. The critical infrastructure boards 

include those objects that meet at least one cross-

sectional and sectoral criterion. (Act 45) These 

criteria are determined by the State in which the 

element is located. However, these criteria are 

largely based on superordinate legislation, such 

as European directives. (Hoterova, Dvorak, & 

Blaho 2019; Dvorak, Luskova,  Cekerevac 2014) 

To ensure the functionality of these elements it is 

necessary to ensure their safety. The resilience or 

vulnerability assessment shall help the operators 

of critical infrastructure elements to take action to 

enhance the element's security. (Hoterova,  2019, 

Sousek, 2013) The article aims to analyze the 

Address of the corresponding author: 
Katarina Hoterova 
 katarina.hoterova@fbi.uniza.sk 



Hoterova, K. Resilience and vulnerability of the railways 
MEST Journal Vol. 8 No.2 pp. 100-106  

Published: July 2020  MESTE   │101 

different approaches to the concepts of resilience 

and vulnerability. There are discussions as to 

whether these two terms can be considered 

identical. 

2 ANALYSIS OF APPROACHES TO 

THE CONCEPTS OF RESILIENCE 

AND VULNERABILITY 

One of the many topics discussed is resilience to 

vulnerability. Discussions about whether the two 

concepts are so similar that they can be 

considered as identical. There are as many 

authors of the definitions as there are different 

opinions. These two terms are used in various 

fields of investigation. This chapter of the article is 

devoted to the analysis of the approaches of 

individual authors to both terms. The key point is 

that the authors use these terms in the technical 

field, in the assessment of the railway 

infrastructure. 

2.1 The resilience 

The term resilience is generally understood as the 

ability of a system to prepare, resist, and adapt to 

adverse effects. The measurement and analysis 

of resilience itself is a multifunctional activity. It 

depends on the uniqueness of the system under 

assessment. Hollnagel presents four basic points 

of resilience analysis: 

− know what to do, 

− know what to look for, 

− know what to expect, 

− know what happened. (Hollnagel 2011) 

The first point, knowing what to do, is the ability to 

know the real disturbances and be able to respond 

to them or adapt to existing conditions. The 

second point, knowing what to look for, is the 

ability to identify critical factors of the internal 

and external environment through monitoring that 

can detect existing threats. The third point, 

knowing what to expect, means being able to 

address potential future threats, anticipating 

opportunities for change, identifying sources of 

potential threats. The last point, knowing what 

happened is a critical point in assessing resilience, 

is the ability to take lessons in the light of 

successes or failures. (Hollnagel 2011) 

Based on the results of the Nordress - Nordic 

Center of Excellence on Resilience and Societal 

Security, it can be argued that resilience and 

security are made up of four pillars - society, 

institutions, individuals, and the infrastructure 

itself, see Figure 1. Each of these pillars should be 

in good condition and cooperate smoothly with the 

other elements to maintain durability and security. 

 

Figure 1 Relationships between the four pillars of 
resilience 

Another approach to resilience analysis proposed 

by Linkov et al. (2013), The principle of the 

analysis is to quantify the resilience assessment, 

which is based on similar system capabilities that 

can be summarized in the following four steps: 

− plan / prepare, 

− absorb, 

− recover, 

− adapt. 

To apply this approach, managers need to plan 

and prepare the system to deal with an adverse 

event while maintaining the system's most 

important functions. The system thus prepared 

can better absorb the adverse effects, to recover 

from the effects of the adverse event, and to adapt 

more flexibly to the new conditions. Linkov then 

analyzed these four steps in four areas of the 

subconscious to create a matrix of resilience 

evaluation. The four areas are: 

− physical area, 

− information area, 

− cognitive region, 

− organizational / social area (Linkov, 2013). 

Resilience can also be perceived from the 

perspective of how to deal with the negative 

impact of an undesirable phenomenon. These can 

be: 

− hard resilience - when the direct force of 

structures or institutions under pressure is 
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acting, such as increasing resilience through 

specific reinforcement measures to reduce the 

likelihood of system collapse, 

− soft resilience - the ability of the system to 

absorb and recover from the adverse effect of 

an adverse event, i.e. without significant 

changes in the functions or organization of the 

structure, which depend on the flexibility and 

adaptive capacity of the system. (Moench, 

2009) 

In the approach published by Rehak, resilience is 

understood as the internal readiness of critical 

infrastructure subsystems against negative 

threats, or the ability to ensure and maintain their 

basic functions in the event of a negative event of 

external or internal nature. 

The research of the assessment of the resilience 

of the subsystem in critical infrastructure was 

devoted to the security research project of the 

Czech Republic called RESILIENCE2015, within 

which the CIERA certified methodology was 

developed. (Rehak et al, 2018). 

Understanding and unambiguous definitions are 

key in assessing and strengthening resilience. 

Resilience is a cyclical process that involves 

continuous improvement in the prevention, 

absorption, recovery, and adaptability of the 

system, see. 

 

Figure 2 Cyclic resilience process 
Source: (CIERA, 2018) 

Another important contribution of the 

RESILIENCE project in the field of critical 

infrastructure resilience research is the creation 

and testing of a critical infrastructure resilience 

assessment algorithm. Its graphical 

representation is shown in Figure 3. 

 

Figure 3 Resilience Rating Algorithm  
Source: (CIERA, 2018) 

2.2 The vulnerability 

Vulnerability generally refers to the extent to which 

a system or part of a system can react adversely 

to an adverse event. Furthermore, the vulnerability 

can be understood as: 

− the ability of the system and its components 

(elements) to accept gambling in the form of 

losses and damage, (Ondrasik, 2018) 

− lack, weakness, or condition of the system 

that the threat can use to assert an 

undesirable condition, (Cordona, 2011) 

− susceptibility to damage, (Cordona, 2011) 

− the degree of the environment's ability to 

withstand events of a certain nature, 

considering the level of threat, exposure, 

preparedness, and preventive measures. 

(Gallina et al, 2016) 

Based on the risk exposure differentiation, 

vulnerability can be divided into two aspects: 

− intrinsic vulnerability - elements that can 

withstand, manage, and deal with risk, 

absorption

recoveryadaptability

step 1

•selection of an element to be 
evaluated for its resilience to a 
particular threat

step 2

•element description, description of 
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element
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•calculation of element resilience
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− external vulnerability - these are elements that 

will be exposed to and affected by the risk. 

(Bohle, 2001) 

The vulnerability may be understood as the 

property of any object, technical device, or social 

entity to lose the ability to perform its natural or 

specified function due to internal/external threats, 

which may be different and intensity. Vulnerability 

represents those parts of the assessed object that 

do not provide the required level of protection, that 

is, a weak or easily overcome element in the 

protection system, or create suitable conditions for 

attacking the object, increase the probability of 

attack and consequently the stretch. Vulnerability 

studies shall include vulnerability analyzes which 

may include: 

− identification of potential vulnerability of CI 

objects to identified threats, 

− identification of existing protective measures, 

and their effectiveness in reducing or 

eliminating the negative impact of identified 

threats, 

− assessment of the vulnerability of the 

analyzed sectors. (Hofreiter 2014) 

Based on their research, the authors concluded 

that the vulnerability of infrastructure objects 

depends on exposure, sensitivity, and ability to 

manage the possible negative consequences of 

impacts. In terms of exposure, we examine the 

duration of exposure. In terms of sensitivity, we 

examine how much the object is susceptible to 

damage caused by the threat. As part of our ability 

to deal with possible impacts, we look at how 

much we can withstand the current threat. 

(Hofreiter, 2004) 

3 COMPARISON OF RESILIENCE 

AND VULNERABILITY 

Both concepts deal with the response of systems 

to adverse events. Resilience understands 

adverse events as the ability to learn about 

change and develop the ability to adapt to such 

changes, while vulnerability seeks to block such 

changes. (Miller, 2010) 

In another aspect of resilience, the opposite term 

to the term vulnerability is not considered. He 

considers the term resilience to be one part of the 

three vulnerability indicators. Other indicators are 

risk exposure and sensitivity. It follows logically 

that, although the resilience may be high, if both 

exposure and sensitivity are high, the system is 

considered to be vulnerable. (Miller, 2010) 

The indicators for assessing the vulnerability of an 

object, its zones, and premises are: 

− the degree of vulnerability, assessed by 

qualitative methods (expert assessments) as 

a small, medium, and large, and the like. 

− the probability of a successful attack, which 

can be expressed using probability models on 

a scale or as a subjective probability. 

Opposite indicators to the previous are: 

− the degree of resilience of the object 

protection system (zone, building, space), 

where the expression of the degree of 

resilience will be inverse to the degree of 

vulnerability, i.e. if the level of a vulnerability is 

small, the degree of resilience will be large; 

− likelihood of detention intercepted before 

reaching access to a protected object or the 

protected areas and areas of the object. 

(Hofreiter 2014) 

Some authors present the view that while 

increasing the system's resilience while reducing 

the vulnerability of the system. That assertion also 

applies the other way round. 

It is especially important to know the value of the 

protected object. If it is an object of incalculable 

value (cultural heritage) then the interest of the 

potential perpetrator will be great. It always 

depends on the location where the object is 

located, increasing the vulnerability is supported 

by quality physical, electronic, and sheath 

protection. (Kmet, & Dvorak, 2020) 

Practical Union seeks to find solutions to global 

problems related to climate deterioration and 

persistent poverty. It uses the V2R framework to 

find solutions. This framework addresses the 

examination from vulnerability to resilience. It is a 

framework for analysis and action to reduce 

vulnerability and strengthen the resilience of 

individuals, households, and communities. The 

framework sets out the key factors that contribute 

to peoples’ vulnerability: exposure to hazards and 

stresses; fragile livelihoods; future uncertainty; 

and weak governance. It provides detailed 

explanations of the linkages between these 

factors, as well as ideas for action to strengthen 

resilience. 
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The V2R framework has been written with the 

needs and interests of the Practical Action 

program staff in mind. However, the issues and 

principles in the document are also relevant to a 

much wider audience including practitioners, 

researchers, and policymakers working in 

livelihoods, disaster management, and climate 

change adaptation. It is intended to 

guide the reader, rather than dictate a set way of 

doing things. The material can also be adapted to 

suit communication with other audiences such as 

community-based organizations. (Pasteur, 2011) 

The intersection of common and different 

properties of resistance and vulnerability 

assessments is shown in Figure 4. 

Figure 4 Penetration of resilience and vulnerability  
 Source: (Dixon, 2014) 

4 CONCLUSIONS 

Research on systems resilience and vulnerability 

is one of the important challenges in all areas of 

social development. Critical infrastructure 

protection is one of the top security issues in 

developed countries. Researchers at the 

University of Žilina have been involved in research 

on railway infrastructure for a long time. Current 

research focuses on the impact of the failure of 

critical infrastructure systems on the social 

vulnerability of the region and society. 

We consider the development and testing of 

indicators addressing the full breadth of security 

as key in our research, such as: 

− resilience indicators, 

− adaptability indicators, 

− robustness indicators, 

− recovery indicators, 

− vulnerability indicators, 

− crime indicators, 

− accident indicators, 

− physical security indicators, 

− fire safety indicators, 

− environmental safety indicators, 

− process/operational safety indicators, 

− occupational health and safety indicators, 

− information security indicators. 

The article aimed to present the actual results of 

the research carried out at the Faculty of Security 

Engineering in Žilina. The final summary is that 

security needs to be examined at all levels, from 

personal, through corporate, local, regional, 

national, international to global. It is crucial to 

know that security research is always a 

multidisciplinary topic that needs to be addressed 

in terms of both natural, technical, social, medical, 

humanities, and environmental sciences. 
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