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Abstract 

A solar panel monitoring system is an indispensable part and should be of priority in the design of solar 

power plants to get the highest possible efficiency of solar panels. This paper presents a hybrid PV solar 

plant monitoring system based on two communication technologies; namely WSN and RFID. The first 

part consists of multi-sensors (voltage, current, temperature, humidity, dust, smoke, irradiation, and rain) 

installed on each PV panel. These sensors will collect data from the panels and send them to a cloud 

database via Wi-Fi modules. The user can log in to this cloud database and display the recorded data 

in real-time. The second part utilizes RFID as a supporter when the internet is not available. A 

microcontroller will send data to the local control room in the solar station via Radio Frequency (RF) 

modules. A panel information detector will be added to this monitoring system to facilitate detect PV 

panel's history information. In addition, the fault detector software is based on the C# programming 

language and MySQL database. Some practical verifications of the proposed monitoring system have 

been successfully obtained from an experimental set-up installed on the existing solar station installed 

on the rooftop of the building of the Technical Institute in the city of Baquba, Iraq. 
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1 INTRODUCTION 

Solar power has become one of the most 

important sources of electricity generation in 

modern times where it has become a destination 

for developed countries to provide the electricity 

needed to meet their needs as it is considered 

successful alternative energy for fossil fuel. 

Despite the existing high cost of building solar 

power plants, they are a clean and 

environmentally friendly source where it does not 

generate noise and does not cause air pollution, 

as it converts the solar energy into direct electric 

power by the photovoltaic effect. 

 However, one of the main reasons that might not 

make this technology be more popular to be in the 
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top spot is that it is often exposed to faults and 

malfunctions leading to many external unwanted 

effects. These faults lead to a decrease in 

efficiency and a lack of power to meet the need for 

them compared to the cost of their construction 

(Al-Naima & Hamad, 2019). A number of failure 

modes of PV modules are observed in the field 

during operation and in the laboratory during 

testing for certification.  Climate chamber tests, hot 

spot tests, and mechanical load tests have been 

identified as the most severe tests in the current 

standards (Ferrara & Philipp, 2012).  A wireless 

sensor network for the monitoring of large PV 

plants has been proposed in recent research 

papers with an approach that relies on network 

sensors that collect detailed information about the 

electrical performance of each series of the 

photovoltaic plant. Performance analysis logic has 

been developed and implemented in a software 

control tool that analyses aggregated data and 

generates graphical reports to determine the 

immediate location of failures and yield losses 

(Guerriero et al., 2014) (Wahyuni & Wijaya, 2017). 

 In order to reduce the impact of these factors on 

energy production, it is imperative to design a 

solar panel monitoring system to monitor the 

energy production of individual solar panels. As 

well as external factors that reduce its energy 

production moment by moment and detect any 

fault that occurs in any solar panel and know the 

type of error and the causative factor (Bashir, Lim, 

Hussain, & Park, 2011) (Jaiswal, 2015). To 

facilitate the detection and maintenance of the 

damaged board as soon as possible, in this paper 

a hybrid monitoring system is designed and 

implemented based on two modern 

communications technologies, namely the RFID 

and the WSN in order to get a highly reliable 

system.  

2 THE PROPOSED HYBRID SYSTEM 

The PV panels under test installed on the rooftop 

of the building of the Technical Institute in the city 

of Baquba, Iraq. They are Mono Crystalline Solar 

PV Module Fortune FRS 250W for Domestic/ 

commercial applications, with a maximum power 

of 250 W as shown in Figure 1. This station 

consists of 60 such panels with technical 

specifications shown in Table 1. A monitoring 

circuit is allocated to each panel as transmitter and 

receiver parts. These parts consist of hardware 

and software to program these hardware 

components. The data collected from the sensors 

are sent to the local server PC via NRF24 to detect 

faults in the panels. The Nordic nRF24 is a family 

of silicon integrated radio transceivers operating in 

the 2.4GHz band. 

Fig. 1 The Solar Panels Under Test 

Table 1. Solar panel specifications 

FRS-250W Module Type  

250.00 W (peak) Peak power (Pmax) 

30.50 V Peak voltage (Vmp) 

8.20 A Peak current (Imp) 

8.72 A Short circuit current (Isc) 

37.20 V Open circuit voltage (Voc) 

2.1 Transmitter Side 

In order to design a fault detection system for a 

solar station, many hardware components are 

needed. There are various types of components 

that can be used in the detection system, but the 

cost should be considered. In this project, the 

components used are simple and of low cost. An 

ACS712 Current Sensor is used to measure the 

DC current, Arduino 25V Voltage Sensor Module 

is used to measure DC voltage of the panel. The 

temperature and humidity are determined by a 

DHT11 Temperature and Humidity Sensor. The 

DSM501A dust sensor module is used to measure 

the percentage of dust on the panel. MQ4 

Methane Gas Sensor is used to detect fire or 

damage that may occur in the panels. Rain 

Sensors Module FC-37 is used to detect if it is 

raining. All these sensors are connected to the 

Arduino Mega as a microcontroller that reads the 

sensor data and sends them to the cloud database 

via the ESP8266 Wi-Fi module or to air via 

NRF24L0 module, which can be detected by a 

receiver in the local control room. NRF24L0 

module is used for sending and receiving data at 
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an operating radio frequency of 2.4 to 2.5 GHz 

ISM band (Bilic, Buyukoztekin, & Ozdemir, 2019). 

Figure 2 shows a flowchart for the transmitter side. 

The transmitter side system design is shown in 

Figure 3. 

 

Fig. 2 Flowchart of WSN system transmitter side 

Fig. 3 Transmitter side system design 

2.2 Receiver Side 

Figure 4 shows a flowchart of the local receiver 

side, while Figure 5 shows the local receiver side 

system design. The Receiver can detect the 

available radio signal in the air and received it, 

then store it in the MySQL database to be 

displayed with GUI software designed by C# 

programming language to display received data 

and detect the fault types and their causes. This 

part of the receiver side is very useful when the 

internet is not available in the solar station, which 

guarantees to store all data when the internet is 

not available. In addition, if the internet is 

available, Mega will send sensors data to a cloud 

database via ESP8266 that anyone can log in and 

display remotely. A Real-time clock RTC DS3231 

is added to display the time of each recorded 

process.  

 
Fig. 4 Flowchart of the local receiver 

 

 
Fig. 5 Local receiver system design 

3 FAULT DETECTOR SOFTWARE 

The software is designed to detect the faults and 

their causes to facilitate maintenance of the 

panels by using C# programming language and 

MySQL database to store recorded data and 

display them by the designed software as 

portrayed in Figure 6, Figure7 and Figure 8 

respectively. 
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Fig. 6 Fault detector software home page 

Fig. 7 Status page for panel 3 

Fig. 8 Status page for panel 17 

4 THE RFID SYSTEM DESIGN  

The principle of RFID system functioning is an 

important part since it will improve the proposed 

monitoring system as it will facilitate the 

maintenance of solar panels quickly and easily. 

For example, when a fault occurs in a particular 

solar panel, it will require going to this solar panel 

to inspect and perform the necessary 

maintenance. However, before carrying out any 

such maintenance on this panel, one must be 

aware of its technical specifications and 

everything related to it in terms of the date of 

installation and all the previous sought 

maintenance and what faults it suffered previously 

so that the person who is responsible for the 

maintenance will be aware of all such details.  

Maybe this panel was previously exposed to the 

same fault several times and there is no point in 

going to get it back to service because it is going 

to be exposed to the same fault later. In such a 

case replacing this panel might be better than 

maintaining it. Figure 9 shows the proposed RFID 

device reader. 

 
Fig. 9 The RFID device reader 

5  PRACTICAL IMPLEMENTATION 

The proposed system consists of a transmitter and 

receiver, which constitutes hardware components 

and a software part to program these hardware 

components. The data collected from sensors will 

be sent to the local server by NRF24 to detect 

faults in the station. Of course, in order to design 

a complete fault detection system to cover the 

solar station, many such hardware components 

are needed for all panels. There are various types 

of components that can be used in the detection 

system, but the cost should be considered. In this 

work, the used components are simple and of low 

cost and available in the local market. In addition, 

it gives high flexibility to the proposed system. The  
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practical part of monitoring and detecting faults in 

solar panels has been successfully implemented 

on the solar power station installed in Baquba 

Technical Institute of the Central Technical 

University as shown in Figure 10. 

(a) 

 
(b)  

Fig. 10 Practical circuit connection  

(a) Transmitter side, (b) Receiver side 

6 RESULTS AND DISCUSSION 

Figure 11 shows the recorded data of panel 1 in 

string 1. Each column represents a factor, which 

affects the solar panel efficiency at different times 

of the day. For example, in 7/8/2019 at 12.30 pm 

the voltage is 23.2 V, the current of this panel is 

7.62 A, and the corresponding power production 

is 176.78 W. This high power production is due to  

 

 

many factors, one of these factors is the high solar 

irradiation at this time which is 800 W/m^2, in 

addition to the high temperature which is 45 ℃. 

This shows that solar irradiation has positive 

effects on solar panel power production while the 

temperature has a negative effect. If the irradiation 

increases it leads to an increase in solar panel 

power production, but increasing irradiation also 

leads to an increase in the temperature, which, 

leads to a decrease in solar panel power 

production. The displayed smoke value is 432 at 

this time. This value is low in comparison with the 

maximum allowed value, as the allowed smoke 

range is between (300 – 1000) ppm. This means 

no indication of fire or damage in the panels or 

wires. In addition, the recorded dust value is 31%, 

and as is known, the dust reduces the sunlight 

falling on the solar panel which leads to a 

reduction in the energy generated by the solar 

panel and hence a reduction in the efficiency of 

the solar panel. 

 
Fig. 11 Panel 1- String 1 recorded data 

To validate the system performance, a uniformly 

distributed layer of dust was sprinkled on panel 6 

in string 6. The recorded data on this panel in 

20/8/2019 at 12.00 pm were as follows:  the 

current is 5 A, voltage is 13 V, and the power 

production of this panel is only 65 W. This power 

production is low according to the specification of 

this panel, which is 250 W, as maximum power 

production. On checking this panel with the fault 

detector software, it indicates that the dust value 

is 70% which is very high. This dust stops a large 

amount of sunlight from falling on the solar panel, 

which leads to a reduction in the solar irradiation 

and the power production of this panel as shown 

in Figure 12. 
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Fig. 12 Panel 6- String 6 recorded data 

On discovering this fault in panel 6, the operator in 

charge moves out to inspect this panel and test it 

on the spot using the designed RFID device to 

display the details of this panel including its 

previous maintenance history to discover the 

occurrence of damage in the panel connecting 

wires in a previous date in 2/4/2019 as shown in 

Figure 13. Figure 14 shows the typical recorded 

data on four other panels in the station. 

 

Fig. 13 Panel 6 detail with RFID device 

  

 
(14. a) 

 

(14. b) 

 
(14.c) 

 
(14.d) 

Fig. 14 Recorded data,  
(a) Panel 2- String 2,  
(b) Panel 3- String 3,  
(c) Panel 4- String 4,  
(d) Panel 5- String 5 
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7 CONCLUSIONS 

In this paper, a hybrid PV panel monitoring system 

has been designed based on two communication 

technologies; namely WSN and RFID. The WSN 

part consists of multi-sensors (voltage, current, 

temperature, humidity, dust, smoke, radiation, and 

rain) that are installed on each PV panel. These 

sensors can collect data from PV panels and send 

them via Wi-Fi modules to the cloud database 

where a user can log in and monitor the PV system 

in real-time. The RFID part has been added to this 

system to give more flexibility to the monitoring 

 

system if there is no internet connection by 

sending the recorded data to a local receiver. A 

panel information detector has been added to this 

monitoring system to facilitate the detection of the 

history information of all panels. In addition, fault 

type detector software is designed based on C# 

programming language and MySQL database to 

detect the types of faults that affect the PV panels. 

The proposed monitoring system has been 

successfully implemented to an existing solar 

station installed in the Technical Institute/Baquba, 

Iraq. 
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